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FOREWORD (U) 

Project COMBO* uses coded marine animal sounds for a covert underwater 
communications system with ranges to 50 nmi. The Project COMBO concept originated in 
1959 at the Navy Electronics Laboratory. Collection and analysis of sounds suitable for ul- 
timate use in Project COMBO began in 1965. We recorded marine animal sounds, measured 
sound source levels, observed animal behavior and initiated acoustic analyses. In 1970. the 
Defense Advanced Research Projects Agency (DARPA) sponsored analysis and duplication 
of sonogram patterns of marine mammal sounds we had collected and the Naval Ship 
Systems Command (NAVSHIPS) sponsored the Project COMBO communications applica- 
tion of the sounds. 

During Project COMBO, we developed a coding technique that uses temporal 
and frequency patterns to convey messages. We also developed a recognizer/decoder instru- 
ment. the COMBO Signal Recognizer (CSR). and produced the improved CSR-ll from it. 
We developed methods for computer sound synthesis and investigated communications ap- 
plications of entire sound sequences. Laboratory and sea tests used six demonstration mes- 
sages based on coded pilot whale sounds; messages wen; received correctly underwater out 
to 50 nmi. 

The Project COMBO effort was coordinated with the Low Data Rate. Quick 
Resjionse Program of the Integrated Acoustic Communications System plan. In this report 
we review Project COMBO and relate the project concept to advanced development and 
Oeet use. We present background information and discuss the Project COMBO plan. 
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SUMMARY (U) 


OBJECTIVE (U) 

4^ Develop a covert communications system with a bioacoustical message format 
using animal sounds as message elements that are recognizable with existing fleet signal pro- 
cessing equipment. 

RESULTS (U) 

1. A coding technique, a computer program for elemental sound synthesis and 
a recognizer/decoder instrument that is compatible with fleet low-data-rate communications 
equipment were developed. 

2. 4^ Pilot whale sounds were synthesized and coded to convey six demonstra- 
tion messages. Messages were received correctly underwater out to 50 nmi. 

RECOMMENDATIONS (U) 

1. Coordinate progress and results from Project COMBO into the Integrated 
Acoustic Communication System Plan, especially the Low Data Rate/Quick Response 
Program. 

2. Develop techniques and equipment to synthesize large whale sounds and 
small whale screams and to process wideband clicks and frequency-swept signals. 

3. Modify the COMBO signal receiver system to utilize more message frequen- 
cies. Increase the CSR processing bit rate to 0.0' bits/sec. Use automatic gain control and a 
wider filter pass band on the receiver system. Adapt parallel coding/decoding to the CSR; 
update the input pattern every 50 msec. 

4. 4^ Perform an error analysis on the triplerredundant message format. 

5. Develop and maintain a reference collection of recorded marine animal 
sounds. Collect information on the distribution and habits of bioacoustic source animals. 
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INTRODUCTION (U) 

I’riijoct COMBO was a t'oui-ycai rL-scarcIi and developmenl ctTort to produce a 
covcrl-ln-disuuise un(.lei'water comiminicalions system usinii coded underwater sounds of 
marine tmimals. The codeil souiuls are jteneraled at one platform and received and decoded 
at another (fitiure I ). Marine animal sounds are common and prominent components of the 
natural underu ater sonic environment. Military communications Based on natural animal 
souiuls confouiul ilelection by even informed enemy sun'eillance because the messages are 
but ti small portion of the total biological chorus. As part of Project COMBO we character- 
i/ed marine animal sounds, devised a distortion-free coding scheme, identified signal process 
ing leclmitiues. developed a method to project, detect and decode signals, and synthesi/ed 
sounds with cominiter algorithms. Project tievelopment can be traced in references 1-4. 

COMBO RECEIVER 
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TO BE DEVELOPED 


LDR/QRP 


SPECTRAL 

PROCESSING 
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(U) figure I. ( DM BO system euncepl. 

Project COMBO relates to the Integrated Acoustic Communications System 
(I ACS) Plan (reference .‘'). especially the Low Data Rate. Quick Response Program (LDR/ 
QRP) (reference b). I he project provides a system for submarines to communicate LDR 
messages uit to a .'10 mtii range without revealing their location. Such LDR messages may be 
useful in Identification I riend or I'oetll l ) functions, during escort or to coordinate sup- 
port. trail, barrier or fire control activities. The system also provides submarines a covert 
means to tnmsmit sw'eep fiinis to surface units and to contact other submarines prior to 
conventional communication. Use of natural underwater sounds makes (he COMBO system 
a relativelv covert solution to LDR communication tasks. 


r^l 











BACKGROUND (U) 



CONCEPT (U) 


The project’s objective is to develop :i covert communications system with a 
Ihoacoustic messaue format using animal sounds as message elemejils. Messages can be 
receive(l witli existing signal process, ng equipment in the Heet. Tlie system will confound 
interce|itors by presenting an overwhelming task of analyzing all marine mammal sounds 
encountered in order to ioentify possible message elements. 


AUTHENTICITY (U) 

f idelity ol' transmitted sounds de|)ends on signal-to-noise ratio and transmission 
bandw idth. .Sounds recorded for communications applications must have a high signal-to- 
noise ratio or undergo subsequent noise removal. I ransmitters must maintain sufficient 
bandwidth to preserve the sounds’ natural qualities. 


(li| Improved fidelity factors result from better recording techniciues. improved sig- 
nal processing and synthesis and advanced transducer development. 

1 he transmissions’ temporal and geographic consistency depends on detailed 
knowledge of distribution and habits of bioacoustic source animals. 

UTILITY (U) 


fheCOMBG comtmmication systemutih/.es receivingand processing equipment. 
>uch as the WOC-X already in fleet use. System implementation reciuires message recogni- 
tion equipment, transducer optimization and signal generation capability, rajie recordings 
oi real time signal-synthesizing computers can generate the signals. 


PROGRESS (U) 

HARDWARE CONFIGURATION (U) 

(Ul The configuration of the Project ('(JMBO equipment is described in this section. 


fhe wavelorm generatoi is a magnetic tape recorder that plays cassettes contain- 
ing coded analog recordings of pilot whale phonations in natural choruses, 


(U) A specially-designed 1-kW amplifier drives selectable-impetlance transducers at 
full power in the frequency band from 20 Hz to 10 kHz. 


Acoustic sources included a free-llooded cylindrical transducer to reproduce 
pilot whale sounds. C ritical characteristics ol' the transducer were broadband response, hiuh 








power c;ipacit\', cieplli insonsitiv ily. small size aiul light weight. Parametric transtliicers were 
also used in test jHrols and at sea in cooiwration with personnel I'roni the Naval Underwater 
Systems Center. 




Channelsup toSOnmi long were established during sea tests. Coded pilot whale 
sounds in the 1 .5-to 4,()-kll/ band were projected at levels up to 200 dB re IpPa at I m. Pro- 
jector and receiver depths varied from near surface to I 22 m. I'he water column was well- 
mi.xed. 


Acoustic sensors are cable-connected, calibrated hytlroirliones or military sono- 
buoys. Modified slot buoys provide an ejectable transceiver toe.xtend the surface or airborne 
communication range without incteased transmitted acoustic powei. 

The coding emiiUn s freciuency shift key ing (I 'SK) using natural tonals inherent 
in the signals within a chorus of animal sounds. I riiile-redundant transmission is used to 
overcome interference. A message is repeated three times in three different ways in a dO- 
second inten'al. fhe message format is deterministic and provides a choii e from six different 
messages with assigned meaning. 


I he message detector is tne modified COMBO .Signal Keca)gni/er. CSK-II. The 
CSR-II has an opeiator-set threshold calibration, error-correcting logic aiul external circuit 
testers. The instrument shifts automatically to account for missing up to two of the three 
signals in the first signal set. I he CSK-!I also accounts for missing signals and for random 
signal occurrence withiti a specific titne interval, fhe instrument recognizes multiple tiualify- 
ing signals preceding messtiges and extracts the messages frotn the transmissions. 


The signal band is not limited in this plan. Amilog voltages ininit to the C.SK-II 
may represent any ineprocessing algorithm and thus lio not confine the encoding-rlecotling 
method to tonal luvprocessing. The decoiling scheme accommoilales broadband animal 
souiulswith raidil I'M sv.ceps and rich harmonic structure. The C.SK-I I uses standaril spectral 
proce.ssing inslniments relaterl to the AN, BU)R-20/22/2.s equipment ami to the \V(,X'-.^ 
(LDK/QKP) communication system (reference (>). 


SIGNAL SECURITY (U) 


m,- 


Covert use of the COMBO communiciition scheme requires computer synthesis 
of animal sounds. Marine animal signals recoriled in nature are inseparably imbued with 
noise and cannot be used ilirectly as a signal waveform. N'on-unilorm spatial distributions in 
the noise fieki projected with natural animal soumls wouki destroy the communications' 
covertness. The code format requires a unique, ever-changing sequence of background sounds 
to maintain the code's natural r|ualily. In Ihe COMBO scheme, all sounds would be 
synthesizeil. 

^ The COM BO pi an provides six possible messages which can be assigned arbitrary 
meaning that can be changed at any time. A “coile of Ihe ilay" is possible with ilie plan. 

The number of messages can be increased by using different e(iui|nnent configurations and 
other signal processing techniciues. The CSR-II bit rate is about bits'sec and can be 

doubled to 0.07 bils''sec by using sweep limit control (reference 7). 
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Transducers and amplifiers used in the COMBO scheme must be compatible 
witli Heet equipment. We surveyed transducers in llee’. use and other low-freiiucncy trans- 
ducers tliat could be used in tlie COMBO system (reference 8. 9). Witli minor modifications. 
Heet transducers are marginally acceptable for COMBO transmissions in certain frequency 
baiuls. I'or example, the UOC-2 transducer is the best Heet transducer for pilot whale 
sounds. Tlie Heet transducers surveyed have limited low-frequency capability. The extended 
low l requency response of the other transducers surveyed would enable transmission of more 
diverse signals over greater ranges. 

ENVIRONMENTAL FACTORS (U) 


Covertness of COMBO communication depends upon signal fidelity and the 
naturalness of the animal sounds. The sounds’ physical characteristics, such as source level 
and tonal componei’ts. must be proper. I’referred sounds are from marine mammals, such as 
pilot whales or killer whales, with a cosmopolitan occurrence. The sounds must be used in 
an aiipro|niatc context. For instance, mating signals transmitted in a non-mating season 
coukl arouse the suspicion of a knowledgeable monitor. 1 he soumls from a single species 
may vary regionally, 'finis, well-known dialects should not be used out of context. These 
speculations presume a knowledgeable interceptor. 


The COMBO plan requires natural sounds to provide a “cover" for communica- 
tion signals. In some areas certain species of whales have become scarce through overharvesl- 
ing, but conseiTation measures have allowed other populations to increase. I'or example, the 
soutiiern right whale is nearly extinct but the grey whale population is increasing. Population 
size is not necessarily directly related to acoustic presence. For example, the humpback 
whale poinilation is small but the species is particularly soniferou.^. Similarly, the killer whale 
{Orciiius orca), is frequently heard even though its population is depleted, riuis. the use of 
COMBO sounds in the ocean requires relatively few whales, and conservation measures should 
guarantee populations at least as large as present ones. 



^.1 



SYSTEM COMPONENTS (U) 

( U) 'The followingsections luesent six aspects of theCOMBO system: Signals. Signal 
Detection (CSR), Signal Synthesis. Fransducers. Deployment Security, and Fleet Impact. 


SIGNALS (U) 

fhree categories of marine mammals produce sounds with potential COMBO 
aiiplication: large whales, small whales ( ;. eluding porpoises), and pinnipeds (seals and sea 
lions). The listed sounds are common and contain tonal components. Within the whale cate- 
gories. animals are discussed in order of probable potential applicability to the C'OMBO 
communications scheme from most to least likely. Pinnipeils are not so ordered, because 
most occur in non-c)verlapping geographical areas, and nearly all are very vocal. 
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LARGE WHALES (U) 

(U) 'I'lie luimphack whale. Mciiapicni iiovucaiigliuc. produces a variety of ancler- 
walcr culls incltuliiig lunvU. uinaus gnutls cries yelps, ami low-t'rcHiucucy puUes. I'ltmla- 
mental components cover frequencies from 20 to 2000 H^. with Iiamionics as high as .‘iOOO 
Ik. Sound duration varies from 0.2 sec to over sec. and source level may exceed 180 dB 
re ! ti?i\ lltimjv'mtck vvhak •(iV'asnaliiW:: arc ^f'lCR I'feqweviey wodv.iirted 

(U) When not migrating, humpback whales occur coastally and are distributed in all 
oceans. The whales occur in lower latitudes during winter and sirring and in higher latitudes, 
including polar seas, during summer. In the breeding areas around Bermuda, the West Indies. 
Hawaii, and New Zealand, humpback whale sounds are grouped into “songs” that last up to 
-^0 min. contain sections of repetitive, stereotyped phrases, and may be repeated for hours 
(reference 10). 

(U) The right whale, l.'iihakieiia fildcialis. produces sounds similar to humpback 
whale sounds- moans, grunts, and bellows intermingled with pulses and rasping sounds 
(reference I 1 ). Line components vary between 50 and 1500 Hz. with durations from 0.2 to 
at least 4 sec. Most of the energy in the phonations occurs below 500 Hz. Soumi source level 
is over 180 dB re 1 gPa. Right whales are widely distributed in small numbers, in coastal 
waters, in latitudes poleward of 25 degrees. Right whales migrate to lower latitudes during 
the winter. 


(U) The finback whale, /ialacnoplcni pliysaliis. proiluces pulses and moans in the 
■ aiige fuJi.i 1v) lu I OU 1!/.. widi less lllJii 1 sec cUii.iiioii. bOnic liii'oack wliaie suuiids aie he 
quency modulated (references 1 2. 13). Linback whales produce pulse trains centered at 20 
II/, with tvgulai- inter-pulse intervals of a few seconds (referenue U) The 20-11/ pulses 
occur in doublets with intra- and inter-doublet intervals of 10 to 25 sec. The pulse tr.iins 
continue for hours, and constitute well-known interferences at SOSUS stations. Another 
ImW'h whak: sotunl is a set inaiin cvHWpusctl a Hz. l.W see conqHmcnt fo^lwwcd Isy a 
34-Hz component varying in length up to 1.8 sec. .Source levels ol' finback whale sounds 
range up to 180 dB re 1 pPa (reference 13). fhe finback whale occurs in all oceans, espe- 
cially in polar seas during summer months. 


Off Chile, the blue whale. Ihikienopicni intisciilus, produces 37-sec seciuences of 
three moans. The interval between (he first two moans varies up to 2 sec. and between the 
second and third from 1.5 to 3.5 sec. A 300-11/ tonal pulse occurs just before the last moan. 


Large whales produce low-frequency sounds with high source levels. The low- 
frequency sounds require special transducers. The sounds could be used in a COMBO com- 
mimiearumv e i,ei ih .in SO or fyv 

very noisy conditions. Sounds from small whales and from pinnipeds are higher in frerpiency 
and therefore easier to reproduce with transducers. In a COMBO communications scheme, 
sounds from small whales and pinnipeds are limited to ranges below 50 nmi unless source 
levels are at least 20 dB over natural. The most suitable large whale sounds for COMBO are 
from humpback, right, and finback and from pilot, killer and beluga among the small whales 
(see figure 2). 










Tlic blue wluile moans average 188-dB source level, am.! are amplitude-modulated at and 
7.8/sec. The strongest components occur at 2(i Hi. and others e.xtend to about 200 11^ 
Sequences typically repeat every 1.7 inin. but the silent intei-val may be as long as .T3 miii 
{reference 151. In the eastern North Pacific, blue whales inodiice similar moans of two t\ pe^ 
with the most energy near 20 Mz. Blue whales occur in all oceans. They concentrate at high 
latitudes during summer months and off California in autumn. The long. 20-11/ |ihonalions a 
well-known at SOSUS stations from southern California to the Bering Sea (reference I 2) 


The sperm whale. Pin wctcr mtoddii. jn'oduces trains of short clicks. .At sluu re- 
petition rates, the sperm whale click trains are called "carpenter fish" sounds by Nav\ sonar- 
men. The clicks have a source level as high as I 7.5 dB and most energy between 200 and 
lO.OOO llz. The click repetition rale ranges from I to lOO per second. Short click tiains m.i\ 
have distinct rhythmic patterns, and may be repeateii (references Ku I7|. Sperm whales ,ue 
usually found in groups (hat produce clicks in chorus. I he sperm whale is rlislributed in all 
oceans, especially in tropical and sub-tropical waters near the A/.ores. Peru, the (ialapagos. 
and off Central California. Because of their ubicpiity. high source level and common occui 
rence. sperm whale sounds are familiar to sonarmen of all nationalities and are e.xcellent 
sounds for COMBO apiilication. 


The click structure of sperm whale signals is incompatible with pieseni ( OMBO 
methods of narrow I'requency band jirocessing and coiling and requires instead, wideband 
threshold detection and sim|ile temporal coding patterns. Nevertheless, spernt whale sounds 
are ideal for biologies communication applications. 


SMALL WHALES (U) 


The pilot whale. (I'lohiccpliala iiwhieiui. (1. scaiiiDioni, and (1. iiuicniiin nclui 
inoduces a variety of sounds, including clicks, whistles, squeals, warbles, and grunts (lelei 
cnees 18. Ih and 20). Some pilot whale whistles are pure-tone. and others are ruh in hai- 
moiiics. A whistle may remain at a single frequency for up to a second, or sweep o\ei sc\i i.d 
kl i/. in the same lime. Whistle and squeal energy is distributed from .500 1 1/ to 1 5 f 1 1,' u .i 
source level of at least 1 75 dB. A large proportion of whistles and squeals are helon > kl 1/ 
lixeept for polar seas, pilot whales occur in every large body of marine water. Pilot whale 
sounds are suitable for COMBO transmissions of 25 to 50 nmi. 


(IJ) In the eastern North I’acific. killer whales. (■7/(77m.s o/cr/. emit nariowb.md cluks 
of 10 to 25 msec duration (reference 2 I ). The fundamental resonant click frei|ueiK> is m 
the 250- to 500-1 1/ range. The clicks occur in short bursts of 1 0 to 1 5. or in much lungci . 
high-repetilion-rate. raucous screams. Screams occur in two parts, one at a lepelilion rate 
about 0.5 kll/, and the olherat about 2 kll/. Both scream parts have many harmonics. In 
Antarctic waters, killer whales emit click trains similar to those of iioi them animals t lefci 
ence 22). Antarctic killer whales do not produce the stereots ped screams characteristic oi 
their northern coimter|rarts. Killer whales occur worldwide, especially' near coasts at Ingliei 
latitudes and in |iolar regions. 
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( U) Bolugus. Dcipliinapicnis k'liccis. may ho tlie most soiiil'crDiis sea mammals (rel- 
L'lvi'ce 23). Belugas emit a variety ol' sounds, including whistles, warbles, chirps, clicks, 
lugrj'e'i crM-Ni 'Wfd -M fb'pR'rk-k--' 4']' iw lOtl ^ tee'+tga !y)HcaJ4y contain 

energy m narrow rrerpiency hands. Belugas occur mainly in the Arctic Ocean. The whales 
occur seasonally as far south as .^O^N. aiul are abundant in the Davis Stiaits. Hudson Bay. 
(iuir of St. Lawrence, and along the coasts of Alaska. Norway, and the Soviet Union. 
Belugas do not occur in the southern hemisphere. 

( U) I 'alse killer whales. Psciidorca cnissidciis. produce whistles in the 2. .3- to .‘i-kllx 
frequency baiul. with some energy up to S kll/. I'alse killer whales also emit clicks and 
bu//es(n'ference 20). ILxcept in polar regions, false killer whales occur in oiien seas through- 
out the world. 

I LI) The bottlenose porpoise. Tursiops innuvliis. clicks at frequencies up to 200 
kl I/, and whistles in narrow bands between 4 and I 5 kHz I reference 24). Bottlenose porpoise 
click trains can sound like barks, yelps, squeaks, .squawks, or rusty gates. The bottlenose 
porpoise occurs widely in the Atlantic and Indian Oceans and is common along the coasts of 
the Americas aiul Lurope. Related species t '/’. g//// and T. niniunti) occur in warmer parts of 
the Pacific, particularly in the China Sea and in coastal American waters. 

( LI ) Atlantic spotted porpoises, Stciu'lhi phif’ioilon . produce broadband clicks and 
whistles in the .“I- to l.'i-kHz fret|uency range (reference 20). The spotteil poipoise occurs 
along the Atlantic coasts of L.urope and America, and in the Indian Ocean. A related species. 
Siciiclla finiffnioni. also called "spotted dolphin”, occurs in the eastern tropical Pacific. 

(LI) Pacific whi(e sided porpoises, l.uf’cnorhynchus (ihliiptuU'iis. ma\ occur in herds 
of up to 2000 animals. Pacific white-sided porpoises produce broadband clicks and whistles. 
I'he whi.ille may Oi.i.ur in pul.-.e ftain.^m a.> a tau..ou.-> bleai with indepenvient vhtai >.ompo- 
nents ( reference 2.3 ). Distinct line components extend as low as 1 ..3 kHz in Pacific white-sided 
lylrpoisr' w,umiJ^i Kieif'i*- wliili‘-^ili-il pOrpnitt* lu-i-iu- friun Hjjj.i f 'iililohii-] lu tlii' Ah'illhiil 
Islands and in .lapanese waters. A related species. Laip’iiorliyuilnisdciiftis. occurs in colder 
waters of the North Atlantic, ami l.ayi’iiorhyiicims ohsciirus. occurs in the .South Pacific ami 
South Atlantic oceans. The different species probably produ e distinct sounds. 

(LI) The saildleback porpoise, Dcipliiiiiis ik'lpliis. jiroduces broadband clicks and 
narrowband whistles that have been recorded in the 10- to 20-kHz band and as low as .3 kllz 
(reference IS). The saddleback |iorpoise occurs in large groujis in warmer waters of the 
Atlantic. Indian, and Pacific oceans. 

4*^ All small whales produce some sustained narrowband signals that could be used 
in a C O^.IP/V) commun i ition scheme for ranges less than 10 nmi. The sounds' high frequen- 
cies are subject to high attenuation. Small whale sounds might have utility for short-range 
communication at low levels to limit the chances of distant intereeption. 
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PINNIPEDS (U) 

(U) The Wetkiell se;il, Z.(7>/o/n (7/o/('.v urt/Jf///, emits narrowbaiui piilsesat repetition 
rates from above 140 sec to one in several seconds (reference 26). The sounds' frcHiuency 
range is from 50 to 10.000 ID. The pulse trains typically start at 1 to 2 klD with a fast 
repetition rate and end at about 0.1 kilz with slow repetition. Individual pulses in a train are 
frequency modulated from 2 kHz at 10 kHz to 50 Hz at 100 Hz. Weddell seals also produce 
howls, with fundamentals ranging from 50 to 4000 Hz and with strong harmonic structure, 
and ringing sounds in the 1 - to 3-kMz range that last up to 10 sec. Weddell seals occur in the 
southern hemisphere around the Antarctic continent and its adjacent pack ice. Weddell seals 
migrate as far as .^O^’S to South America, to Australia, and to New Zealand. 

(U) The bearded seal. I'hiifutthus harlnittis. emits a whistle with a tremolo charac- 
teristic caused by fast frequency modulation of a few hertz. The whistle is modulated I'urther 
over several hundred Hertz at rates of about 1/sec to one in several seconds as the whistle 
drops 3 to 4 kHz to 0.2 kHz over a period of a minute (reference 27). The bearded seal is 
circumpolar in waters of the Arctic Ocean and the adjacent Atlantic and Pacific regions. 

(U) The ringed seal. Ptisa IiispiiUi. produces a number of sounds, including a steail> 
discrete-component, downward frequency sweep imbued with harmonics (reference 2S). 
The sounds last from about 1 to 4 sec. range from 5 kHz to 0.2 kHz and have at least four 
strong harmonics which may extend above 10 kHz. This seal also makes a broailband ringing 
sound in the frequency range from below 2 kHz to about 6 kHz. with durations uji to 15 
sec. The ringed seal occurs widely in the Arctic Ocean and on the north coasts of luirope. 
Greenland. North America and the Soviet Union. 

(U) The ribbon seal. Plioca (Histrioplioca) fascialu. produces two principal under- 
water sounds coincident with spring reproductive activities: an intense 1- to 5-sec downward 
frequency sweep in the 7- to 0.1 -kHz region and a 0- to 5-kliz breathing-type souiul of al- 
most I sec duration but at 20 to 25 dB lower in pre.ssure level (reference 2‘)). This seal is 
distributed from the northeast Bering Sea to the Sea of Okhotsk and into the northern Sea 
of Japan. Ribbon seals also occur on (he coasts of Korea and northern Japan. 

( LI ) rite f.’alifomia va lion /ahiplius emits a variety of unrU rw.itei 

sounds including barks, groans, growls, and bleats (references 28 and 30). The barks’ main 
components occur between 0.5 and 1 kHz. Harmonics extend up to about 5 kHz. Most of 

I U ^ L tjuxuxtX*' * V V ill iXi*' *jjjuju» ixl'l 1 t y* 1 V-j '1 * t 

TTTv T7Tnvi X tirnTTTiTn ^ ii tTVTi TTt7TTTrtr> o\rt;Tn ttt vrrt tt\ v^tivttc^ tti \ xo t TwT i? . ^ x. irn 

fornia sea lion occurs along the California coast. Baja California, the Galapagos Islands and 
the coast of Japan. Bulls occur as far north as Washington in the wintertime. 

(U) Pinniped sounds usually occur within lOnmi of coasts, ice packs or drifting ice. 
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SIGNAL DETECTION (U) 


Tlie COMBO Signal Recognizer. Second Generation. CSR-II (figure ?•). was 
designed and assembled, and tlien tested both in tlie laboratory and at sea. The signal recog 
nition device can decode properly even if seven of the nine signals are lost. Information 
e.xiraction logic uses rearl-only memory units ( R(.'Ms). I'he ( SR-ll can fill in missing infor- 
mation elements, average and weigh results, and disjday the best possible outinil. The word 
■■BAD" appears in light-emitting diode (Lid)) displays when data are insufficient or do not 
conform to one of six message formats. d lief'SK-ll accommodates broailband-procosset.1 
bioacoustic signals. That is. given a technique to process swecjiing signals, the ( SR-ll t>pe 
decoding would also suffice tor broadband data. 


TEST TEST 

DATA STORE 


INPUTS 




•OUTPUT DISPLAY FORMAT 


I 

GROUP II 
III 


TIME FRAMES 
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CO 
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(U) f igure 3. COMBO Signal Rccogiii/.cr. CSK-Il, elements and contlguralion. 


OPERATING FEATURES (U) 

file CSR-II signal format is three mutualK exclusive elements, each transmitlert 
ttiree times at ditierent t rei|uencies. I he ('.SR-ll prorluces six iiossible messages, using nine 
different transmitted frei]uencies. I'o compensate for freriuency shifts iluring message trans- 
mission. the receiver acccjits iret|uenc\ "bands'' cenlercil on the possible lransmissir)n fre- 
quencies. 1 he nine treciucncy bands are aiijusteil to match natural comiionents in nine ilif- 
lerenl pilot whale sounds, preselecteil acconling to the code of the day. I he frei|uency liaiuls 
are randomly arranged between T.S and .3..'! kll/. aiul the CSR-ll recognizes nine animal 
sounds spaced throughout a "natural" chorus of phonations ( figure 4). 
















Pre-recouiiilion proLCssing in the ('SR-ll is tonal analysis with a real-time 
speetrum anah /er that is sweep-limitetl at 2,45 to 4 5 kll/ and with an ensemble ave-ager 
that useseight averages. The analyzer is a Speetral Dynamics SI) 501 and is the same analyzer 
Used in the WQ('-5 (Ll)R 'QRI') Heet eoniiminication system. I he averager is a Spectral 
Dvnamics 504. 


The entire spectrum in a selected I'ormat of animal sounds is projected into the 
water. Received data are first bamlpassed between 1 .25 and 5 kllz. We also use a three- 
ilimensional waterfall display to chanicteri/e the received signals and ambient noise and to 
compare signals to natural sounds as tliey would airpear to sontirmen on the B(,)R-20 or 22. 


liach erf the nine freciuency bands is represented by an anaktg voltage from 
Spectral l).\ iiamics I i'lc Order Trackers that monitor the power siiectni within a 5(i-ll/, band 
abotil the center frer|uency. Analog voltages are compared to preset values and separated 
into a seipience of nine time frantes divided into three time groups. Incoming data are ilis- 
played in 1.1 D displays corresponding to each time frame if the data coincide with the 
proper time group, bor e.xample. data shown by LI D's 1.2.5 are obtained during time 
(iioup I. Ll'D's 4. 5. (^ during Oroup 11. ami Id'.D's 7. 8. 4 during Oroup ill (figure 5). 


- 
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l ime frame generation begins when qualifying data in (irouii 1 are acquired. 
■Additional qualifs ing inputs are sec|uentially strobal into the proper Llil) display and stored 
in memory for subsequent inajority/complementary logic anab sis, A (iroiq^ II data acqui- 
sition (hiring time (iroup- I indicates that some previous data were missed and an automatic 
shift occurs to Uiove the displa> to the proper frame, 


Timing frames for which no data are acc)uired display an foremiMy. Mul- 
tiple acciuisitions during a time frame are indicated with a point to the left of the number 
disidayed in the frame. The first number received is displayed and the nuiltiiile acquisition 
is also stored in memory for later message extraction. After time frame 4. ROM jiusses hori- 
zontal. complementary logic in se(|uence on the rows of stored data and attempts to fill sin- 
gle voids accompanied b> tw'o bona fide inputs. I'or example, if (he data for (iroup I were 
51- 1 in time frames 1. 2 and 5. respectively, a 2 will replace the b. during the initial comiile- 
mentary logic |iass to produce mutually exclusive message elements. By similar processing, 
other single voids or multiple acquisitions will be clumged. e.g.. 521- to 52 1 or ,221 to 52 I . 
Multiple voids remain unchanged and serial multiple acquisitions display empty, e.g.. 5.1.5 
becomes 51 I-,. Majority logic scans each column of processed data seciuentially and pilaces 
the majority character I'or each column in a final best-message matrix, bor example, if the 
first column contains 51-5 in frames 1 . 4. and 7. respectively, a 5 will occur in the first 
position of (he 1 est-message matrix. Similarly. 2,52 in the second column luoduces a 2 in 
the second position of the best-message matrix, and 1- l b. in the third column inoduces an b 
in (he third |U)sition. A second complementary logic pass on the best message matrix at- 
tempts to fill voids before results are slisplayed in LbiDs. If the final message is uncertain be- 
cause of insufficient or conHicting data, the letters “BAD" are displayed in the Lid) instead 
of a final message. Single-bit. even parity is maintained throughout the logic inisses. A point 
displayed in a final message frame indicates an inoperative ROM. After final message assem- 
bly, a decoder network activates solenoids or tape recorders to announce messages. 
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I Nventy hours of hioacouslic recordings wiili liigh signal-to-noisc ratios were 
irlayed into the CSR-II without false alarin. I he recordings included many jiilot whale 
sounds because pilot whale sounds constituted the coded category of sounds. At times during 
the test, a single time window would ciualily. but 'he message ilisplay w'as always "BAD", 
lower signal recognition or triggering thresiiokls w'ill increase incorrect message acceinance 
or "BAD" ilispla\'. but a slow attack and slow release automatic gain control prevents this 
liroblem. The tests indicate that the chances of receiving spurious signals of the reciuired 
freiiLiencies in the right order and at the right times are infinitesimal. I he time coiulitional 
coding of the COMBO scheme suppresses false alarms. Actual false alarm rates(IAR) de|rend 
upon eiiuipment configurations for specific applications and conditions. 

SEA TESTS (U) 

riie COMBO concepts. s\stems ami processing schemes were tested in the labo- 
ratory and at sea to improve transmission fiilelity and measure performance. Initial tests used 
the CSR-I. A total of 7() consecutive repetitions of three different COMBO messages were 
correctly recogni/etl and decoded by the 5-windowed CSR-I in a test at the I ransducer 
I \aluation Center on I’oint l.oma. Souiuls were played from a free-lloodeil cs linder to an 
omni'directional hv tirophone and a tape reconler at source levels up to 200 dB re I jul’a. Sig- 
nals w'ere synihesi/etl pilot w'hale sounds superimposeil on a chorus recoriled at sea. The 
CSR-I is describetl ami iliscussed in references I ;md .'2. 

In .lid\ l‘)7.C preliminary sea tests occurreil off Catalina Islaml. The sounds, 
projector, receiver, processing techniciue ami ilecoding method were the same as used in the 
I RANSDI'C tests. I'he projector and receiver were at a depth of 150 ft and at ranges of 
0.0 1 . 0. 1 .C 0.25. 0.5. I and 2 nmi. The water column was well-mixed. Source levels were 
approximately 175 dB re 1 gPa. All recorded transmissions were decoded in the laborator\ 
without error. 

In September 197.T the same COMBO message format w'as projected at levels 
to 200 dB re 1 gl’a at sea to ranges of 5. 10. and 20 nmi. Instruments were the same as for 
previous tests. The receiver was a Wilcoxon hydro|rhone. MIlhOA and the projector was a 
free-l'looded cylinder. ITC 2014. Both instruments were at 250 ft. A specially designed l-kW 
amplifier iirojeeted synthesi/ed pilot wluyle soumis at source levels 25 dB above natural 
levels. I’reprocessing anil decoding were the same as in the previous field tests. The five 
signals were distributed through the freiiuencv band from 4.4 to b kllz. 

riieC.SR-l correctly detected all recorded messages (coded animal sounds) at 
the 5- and 10-nmi ranges and ‘H) percent ol' the messages at 20 nmi. Ambient noise condi- 
tions W'ere near maximum Wenz shipping noise levels. Signal loss occurred at two of the live 
frequencies transmitted at 20 nmi. 
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^4^ SijiiKil-to-noise ratios were tieleriniiied on the real-time speetriim analy/er 
1 1 ible I ) Al 5 and 10 nmi, tiie noise was nearh’ all chorus sounds projeeteil In tliis system. 
/\t JO nmi, amliient sea noise above 1 kll/ masked llte signals. Received level as a function 
ol fre(iuenc\ is shown in figure .'s. Tor reference, the source level of the 4,4-kll/ signal was 
JOO (IB le 1 /jl’a. Our measurements fit Urick's attenuation loss model (reference .v'). 

^44^ In April 1075. a OQ-sec tape-recorded sequence ol' nine f OMBO pilot whale sig- 
nals was projected at ranges of 2. 0 and lb nmi. 1 he natural tonals occurred in a freiiuency 
band from 2..^ to } 5 kll/ as part of a realistic .horns. Instrumentation was the same as for 
pievious tests. Source lesels and transducer deplits are given in table 2 

I 'our COM IK) seciuences and a .KkM/ ctilibration tone were trtmsimtled at e;ich 

lange. 


Recoided seiiuences were phiyed into the CSK-ll system after jirocessing with 
a ical time si'cc irum analy/er and hne-<Mder trackers. Messages were recogni/ed perfectly at 
all ranges and signal-to-noise r;itir)s ( table 2). 'I he received signal-lo-noise ratios agree with 
III'.' pi edit. I ion for.) kll/ (table .) ). 

In the CSK-ll system, both the bit rate ami the signal-to-noise ratio reciuirerl 
lot message iletection ate fre(]uenc\ depeiulent. bor example, assuming processing gain e(.]ui- 
\alcnt to that of the CSR-ll system and a 40-percent i>robabilit\ of detection, a Ib-dB 
signal-to noise ratio for the spectrum level is ret|uired for a pilot whale whistle al .) kll/, that 
lasts ().“' sec f or a 2()()-ilB source level, the signal is theoretically tletedable by CSR-ll out 
lo 100 nini under average ambient noise and propagation conditions (table .)), With (he 
same processing technitiiies, the signal-to-noise ratio decreases with freciuency. but (he dalti 
rale is reduced because more time is retiuired for recognition at lower fret|uencies, for exam- 
ple. whale sounds behuv I 00 1 1/ ret|uiro a signal-to-noise ratio of -4 dB. but take 100 limes 
loneei lo be detected Ilian Ihe ,)-kll/ jiilol whale sign;il. finis, the bil rtile is reduced bv a 
bicloi ol 1 00. 

^4^ Tests also weie conducted to determine Ihe utility of sonobuoys. especially the 
SS(2-4 1 A, as receivers. The only limiting factor was radio range, which is line of sight. COMBO 
signals received and relayed by sonobuoy w'ere processed, recogni/ed and ilecoded normally . 
Successful tests of ( SR-ll were mtide in the kiboiatory using data proiecteil uf) to .) nmi to 
s'diobiioys 5 to 7 iiiiii offshore 

^4^ Tests with parametric sources were made in cooperation with personnel of the 
\a\al Cnderwatei Systems Center ( Nl'SC ), A primary frequency of(i(i kll/ w'as mixed w'ilh 
( OMBO sounds and projected in the Nl'SC quarry al a source level of 17.) ilB. We decoded 
the recorded signals w ith the CSR-I with bhqiercent probability of correct detection. Sounds 
ab((\e 1 kll/ w'cre received with high fidelity , but 20-11/ lo 1-kll/ sounds lackeil fidelity. In 
parliiiilar. killer whale and pilot whale sounds transmitted well, w hereas blue whale and 
Wedell seal soumls were garbleil and degraded by noise. 
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RECEIVED LEVEL (dB re 1 jjtPa) 


SECRET 




(U) l igiirc 5. Received level of COMBO signiiLs measured in CSR-I lesls and predicted levels from 

Urick (reference 33). I nch plotted measurement is an average from 6 COMBO signal transmissions 
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(U) Table j. Received signal-to-noise ratios, H?.. in dB. predicted for a 200 dB source at different ranges 
under higli (H) and average (A) ambient noise conditions. Ba.sed on Wen/ ambient noise levels and 
reference 33. 


e CORCT 


In June 1^)74, COMBO sounds were transmitted between ilie submarine 
Dolphin and a reueiving sliip 0.5 to 4.5 nmi away. All COMBO signals were reeogni/ed by 
the CSR-ll. In a long-range test, the signals were too weak to be automatically ileteeted at 
50 nmi. 

RECOMMENDATIONS FOR DEVELOPMENT (U) 

('SR-II is a test system to evaluate message rates, t'requency constraints, ranges, 
and covertness available through the COMBO concept. The CSR-ll reiiuires modification to 
increase message content, processing speed and coding variability to be compatible with lleet 
systems. 

The number of messages can be increaseil b\ using more signal frequencies, for 
e.sample. increasing the number of signal frequencies in a transmission from 4 to 71 would 
increase the number of triple-reduinlant signals from .s to 7 anil the number of possible mes- 
sages from to 5040. 

^4^ l)op|iler tolerance can be improvetl by using wider filter |niss bands. Assuming 
differential speeds of (lO knots ami pilot whale signals, more than 71 adjacent fillers of in- 
creasing bandwidth can be used. Increasing baiulwidlh is neetletl to accommoilate greater 
dojipler shifts at higher freciuencies. Reduced ambient noise levels at the higher frequencies 
nearly compensate for the increased noise passed by wider filters. 

^44^ Automatic Cain Control (ACC) wouki eliminate the manuallv' adjustable gain. 
Noise varies with freqtiency; thus a separate ACC shoukl be useil for each frequency bund. 

^44^ Transmission time can be reduced by using parallel coding ami decoiling. The 
CSR-ll system transmits serially one lO-sec window at a time ami rec|uires at least 4() sec of 
acoustic data Tor one luessanc I’arallcl coiluit’. would update au input pattc'tu cvets, 50 utsi.'c 
ami require about 70 sec to transmit 7 I signals, or one of 5040 possible messages with trijile 
redundancy. Actual transmissions will be longer than 70 sec to add the realism provideil b\ 
rinuJcuiutei] amiiliJmk' vaJ-isniiiui- 

SIGNAL SYNTHESIS (U) 

ANALYSIS OE MARINE MAMMAL SOUNDS (U) 

Synthesis of naturally-occurring sounds depends upon the anal\ sis of recordings 
from the sea. Proper analysis includes real-time spectral e>timation. digital ami analog wave- 
form studies, digital filtering, and instantaneous amplitude and zero-crossing estimation. The 
sounds’ spectrum contains information about the sounds' freipiency range and harmonic 
content. The waveform suggests source generation mechanisms and, hence, possible synthe- 
sis procedures. Operator-interactive iligital filtering isolates individual soumls and enhances 
signal-to-noise ratios. 
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TECHNIQUE OE COMPUTER SYNTHESIS (U) 

MARINE MAMMAL “SCRl AMS" (U) 

Marine mammal sounds called "sereanis” and ■‘bn//es" can be composed of 
jndses with var\ ing reiietition rales and varying rretiueney content. Small whales and 
killer whales prodiiee sneh sounds. 


A time-rrequeney waterfall plot of a simulated killer whale sound is shown in 
figure rite basic indse was generated by low-pass filtering the harmonies of a rectangular 
pulse, with a repetition rate that varied from 1000 to 200 11/. The freip,ieney harmonies of 
an actual killer whale sound have absolute frequency components that are dilTerent from 
the simulated scream because the pulse shapes differ ( figure 7). 


Marine mammal sotinds include long sinusoidal oscillations, called “whistles", 
as well as short-duration judses. Whistle synthesis uses procedures ilifferenl from pulse 
synthesis. .Sinusoidal sounds have been synthesi/ed (reference .^4); synthesis of pulses and 
clicks remains unfinislied. 


Pilot whale whistles are sinusoidal, i.e.. the sountrs instanttmeous time wave- 
form can closely resemble a sine wave. Only the instantaneous amplitude and freciuency 
vary over the iluration of the souinl. The amplitude is likely to rise smoothly over about .vO 
msec to an average level, to remain at (he level, and to ilecrease smoothly during the last .sQ 
msec of the sound. I he sounds lack transient onsets or offsets that are humanly discernible, 
rite sounds cemtain both freciuency sweeps and constant-frequency portions. 

Whistle synthesis rec|uires real-time, high-speed compulaticMial capability. I'he 
('(JMIJO synthesis work used a PI)P-1 1/40 minicomputer. Uigh-speed digital-to-analog (l)'A) 
conversion of (he generated sounds reciuired a first-in. first-out (E'lEO) memory-based D'A 
converter. .Smooth sine waves were generated by limiting the output of the I), A band with 
an active filter, fhe synthesis software program has a self-contained lookup t:dde that con- 
tains the microstructure of the sound to be synthesi/ed (reference .^4). 

The microslructure tedde can represent various wave shapes. One table generates 
inire sine waves, and others superimpose second ;md third htirmonics. Program execution 
speed limits the real-1 ime high-freciuency to 7 kil/. I'he frec|uencies to beinoduced are stored 
separate from the generation program. I hus. a sound can be generated reiielilively or as a 
sec|uence. The generation inogram constructs (he pal'ern and fills the l•ll•0 memory of the 
D'A converter with the output samples. The EII 'O is clocked at a fixed b l-gsec interv'al. In 
addition, the onset and offset of the sounds are program controlled. The program is not 
limited by EIEO memory si/e. Between clock intciwals. new digital samples are loaded into 
the E'llO memory, l igures X and d show time-frei|uency waterfall displays of computer- 
synthesi/ed ihlot whale whistles. 
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(I NCI ASSII II 1)1 


d') Figure 6. Time-(rci|iiency waierl'a!! plot oF a siimilaicd killci wlialc 
soiiiui, I ime bar crpials 100 msec. 
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•m- The synthesis of pilot whale sounds requires an ability to describe the sounds' 
microstructure and to choose the generated frequencies. For applications not requiring real- 
time generation, sounds can be tape recorded. Recorded sounds would have an upper fre- 
quency limit about 7 kHz. Methods of sound synthesis involve signal generation techniques 
and computer software but the upper frequency of synthesized sounds is limited by hardware. 


TRANSDUCERS (U) 


BACKGROUND (U) 

Transducers for transmitting and receiving COMBO low-dala-ratc messages 
should have the following characteristics; 

o A frequency range of 20 Hz to 1 0 kHz, 

o A source level of 160 to 200 dB re 1 /iPa at 1 m, and 

o A projector signal-to-noise ratio of at least 55 dB. 

Different transducers may be required to transmit different types of sounds. 

(U) We surveyed 27 transmitting and 9 receiving systems to identify transducers 
acceptable for COMBO use. 

Sound projectors transmit most effectively in a relatively narrow frequcncs 
band. For some projectors, the effective band is wide enough for COMBO application with 
certain sounds, but no projector is suitable for all COMBO sounds. For example. COMBO 
codes tonals in pilot whale phonations from 1 to 3 kHz. but the animal’s sonic repertoire ex- 
tends from 300 Hz to 15 kHz. The COMBO scheme is directed toward use of lleet sonar 
equipment, but other transducers were surx'eyed because lleet equipment does not fulfill all 
COMBO requirements. 

No lleet sonar system projects effectively over the frequency band required for 
all low data rate transmissions in the COMBO scheme, so we considered projectors with re- 
gard to the kind of sounds that could be projected. The sounds’ animal sources were classi- 
fied by frequency limits. High-frequency animal sources produce sounds in the 500- to SOOO- 
Hz range. Small whales and porpoises, specifically beluga, killer and pilot whales, are high- 
frequency sources of COMBO sounds. Components of small whales’ signals may exceed <S 
kHz. but attenuation limits communication utility of the signal.s’ higher frequencies. Mid- 
frequency animal sources produce sounds in the 70- to 3000-1 Iz range. Some large whales, 
such as humpbacks, and most pinnipedsare mid-frequency COMBO sources. Low-frequeiuy 
animal sources produce sounds in the 20- to 200-1 Iz range. Large whales, such as blue, finback 
and gray whales, are low-frequency COMBO sources. Because the frequency limits overlap, 
some animals are sources in two categories. 

FLEET PROJECTORS (U) 

Fleet sonars applicable to COM BO applications are listed in table 4. Inadequate 
low frequency response limits most of the units. (July GNATS satisfies a complete subtaNs 
category, namely the mid-frequency segments. The GNA I S system uses three transducer 
and each transducer operates in a distinct freriuency range (reference 35). 
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^ TheWQC-: low-band projecting transducer system could be equalized to pro- 
vide adequate response from 1.1 to at least 5 kHz. at a source level of approximately 190 dB 
re 1 /aPa at 1 m. Alternatively, sounds could be preequalized for use with the system. Use of 
the \VQC-2 driving amplifier in a COMBO scheme would require auxiliary input from a Oat 
response circuit. The \VOC-2 is installed on submarines and surface vessels for communica- 
tions. 


1^1 



Th e frequency response of the WOC-2 is too nariow for the entire range of the 
high-frequency category of sounds, but is adequate for COMBO transmissions of killer 
whale, false killer whale, beluga, and bottlenose porpoise sounds. 

The frequency response of the SQO-23 with an auxiliary amplifier and of the 
BO-S- 1 3 in a communications mode nearly equals the response of the WOC-2. The BQS- 1 3 
is limited below 2..‘i kl Iz and is thus limited to transmitting porpoise-like sounds in a COM BO 
communications application. 

^4^ The CiNAT.S system frequency range is suitable for transmitting high- and mid- 
frequency category animal sounds, but the system has a maximum IdO-dB source level ca- 
pability. COMBO sounds require 1X0- to 190-dB source levels to achieve adequate comnuini- 
catioiis range. Another possible disadvantage to COMBO application of the tlNATS system 
is that only 1 0 ONA I S sets were built, and the availability of units is c|ucslionable. 

^4^ Our survey indicates that Heel sonar projectors are most suitable for projecting 
COMBO animal signals in the high-frequency category. 


OTHER PROJECTORS (U) 


Other projectors surv'cyed meet certain COMBO criteria. Several projectors 
have potential use for acceptable COMBO transmissions I table .S). lixeept for the Honeywell 
11,\ 1X2-A. the listed projectors are small and lightweight. The NOSC PHD IV is the only 
(rati'idut.cT sun'eyed lltal ^an htoadband sound at ttequeui.i«.s a.> lusv as 2M ID \vitb 

no significant distortion (I'igure 10). Disadvantages of the NOSC PHD IV for COMBO 
1 'oinni lilt icjil inns iqipIrcniioTH irli-iilcli' an u^i't snunv li've! iiinii of 1 dll i he ahv'iti e af 
active depth compensation, and a minimum frequency limit that increases with depth. 


The ITC 2010 aiul 201 1 projectors cover a broad frequency band and openite 
at an adequate source level, fhe ffC units are small and omnidirectional in the plane normal 
to their axes, fogether. the ITC projectors have been successfully useil in COMBO sea tests. 


^4*^ The iiarametric sy stem from the Naval Underwater .Systems Center ( NUSC) is 
broadband above 1 kHz and is suitable for projecting COM BO sounds of porjioises and smal 
whales (I'igure I 1 ). fhe parametric system is very directional and may project unwanted 
output at primaiN frequencies that will fall within the detection range of COMBO signal 
recognition instruments. 


riie Honeywell MX 1X2-A projector oiH'ialcrl satisfactorily at frequeiiLies from 
()() to 1 100 11/ (figure 1 2). The projector is inadequate for COMBO signals in the low- or 
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(U) Table .S. Non-neet projectors ccMisidcrcd lor COMBO-like applications. 
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(U) Figure 12. Response ofHX 1 82-A projector in series with a I IO-to-200 Hz band 
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u I'll ill I'L' I.;! I'll Ilk' of ( '( )M liU I limsimssiniis .11 lli'ijlli.'lKH.'s I imil .'Din I D.DDD 1 1/ 

l.OW-I Rigill NCY I'KOJl ( lORS (U) 

( I'l Six low - tii.'i|iii.'iK\ 1 'ioici.liiis Mill I'v I'll 111 !' ik'siiil'i'il in I Ill'll' D I III' !i> iIiiiiiIk 
iiu'iiuinisms 111 I 111' li \ ilii'iiiouslii' ili'\ ni's lislcii I'nidiici' iin.n. ii'ptnl'k' li.n nionu ilisioii mn 
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I him Ilk' MX I A . .All proji'i'itii s list ml in liihk' i> h.iu' pii-iili'i muii ci' k'\ I'K .iiul k's'' tk'pl li 
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i Ll lil RlCr.lVINC; [RANSDIICI RS (II) 

^4^ ( )m siii'\i'\ 111 till nil's 1 1 111 I ii'i'i'ivi'is iik'i'lmp ( ( )M BO ti ilm in in t' nt nil.ihk' m 1 lit' 
rii'i't ( l.il'k' ^ 1 I 111' ii'i'i'ii ini; ii's|i(iiisi' (il ilk' \\ (,)( -2 is nni inwcsi nl i he sm \ i'\ ml mills I m 
t' XI si mi: 1 1 . Ill sill I m' I s. i he S(.)(,)-.k' is hesl Im ( ( )\l HO npplk .il mn loi sm lin e ships .niii 1 he 
B(.)R-7 isi'plimnl lor siihinniiiu's. I owi'il .iii.is s inn' exU'ink il low 1 1 ei|ik'iK \ lOiei.iL't'. hiil 
Ilk'll Use IS lesiiiiliie. .A hioiulBnml liiiiKiphone will he 'k'eessnri lin siiilnee ships lo 
ii'ieiie ('OMBO soiiikls I he B(.)R-’7 eniil'les snl'miirmes lo n'eewi' ( O.NI BO somuls nt 
ri'i'tiiii'iK ii's ns low ns .x() 1 1/ 
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20-10 1 (),()()() ( 1/ rrei|iieni'\ nmue A sonohiiox tk'ployetl nwiis I rom .i sm Inee ship w oiikl 
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buoy niilio rnniie. I lepeikiiiii; on si'ii sinle. n sm I'.iee ship mot mp n! 20 kl slmnlil 'eet'itt' 
COMBO sit! mils Ik mi ii sonohuoN lor I *’ lo .R) min 


l)L PLOYMI'NT SLCURU Y (U) 
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TRANSDIK I RS (U) 
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BOR-l.s (.S'l ASS) 

Submarine 

0.0s - :..s 
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(U) Table 7. Re.t receivers suitable for possible C'OMBO-like applications. 


COMBO applications. Communication signals that use phonations of cnhei marine mammals 
may have to exceed natural source levels by up to .70 tIB. Source level is a function of the 
transmission's coded frequency anti intended range. Use of unnaiuralh high source levels 
shotild be limited to sliort-duration transmissions ami low frei|uency sounds. 


SIGNAL SYNTHESIS (U) 


#4^ Signal synthesis has rejirodticed portions of pilot whale siiuisoitlal waveform 
whistles. The sounds of large whales have not bcc-n synthesi/eil. Atleiiuate synthesis of bio- 
ticouslic signals for covert communications requires qmility recordings of natural sounds. 
Synthesi/ed sigmils are constructed from and compareti with the natural templates. Synthe- 
sized signals must appear natural on sonardisplays and must sountl natural to knowletigeable 
listeners. 


The formats presenting bioacoustic communications signals must also be natural. 
The increase in critical bandwidth with freiiuency in animals' auilitory function implies that 
bandwidth of animal sounds also increases with frequency, riiiis. synthesized animal signals 
that sweep across frequency should have more frequency variance in the high-frequency por 
tion. Some formats, such as the amplitude rise and decay of choruses, change gradually and 
vary randomly. Other formats, such as humpback whale songs, occur in distinct rhythmic 
se(|ueiices that are repeated as stanzas. 


l.nsembles upon which coderl signals are superimposed must be randomly con- 
structed, The library of component synthesized sounds must be large enough that long-term 
analog recordings are nonrepeating. 


During sea trials of COMBO e(|uipment. transmission of synthesized piloi whalt 
soumls attracted pilot whales to the transmitter. T he whales' phonations aiided to the sonic 
environment without degrading the cnmimmications effort. 
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SIGNAL OCCURRENCE (U) 

Bioacoustic communication signals must occur at the proper time and place. 
No marine mammal is pan-oceanic and many distinct phonations occur only at certain times 
or places. The frequency with which a bioacoustic communication will be used depends upon 
the communicators’ activities. More common signals should be used for more frequent com- 
munications. 

4*^ A guide to biologies has been produced to familiarize sonarmen with bioacoustic 
signals, bioacoustic sources, and marine mammal distribution (reference 12). 


FLEET IMPACT (U) 

A six-week study of Project COMBO and of the effects of bioacoustics on licet 
operations concluded that both the U.S. and the Soviet Union would have the capability to 
apply bioacoustics to communications tasks after 1975 (reference 36). Covert active sonar 
using marine animal sounds requires changes in Beet sonar hardware and operating doctrine 
Reliable, relatively covert communications possible through Project COMBO also will affect 
submarine tactical deployment. 

^4^ Poor communications disrupt coordination in submarine escort or ASW opera- 
tions. I’ven a limited covert communication ability will enhance coordination between sur- 
face ships and submarines. Project COMBO provides covertness unavailable with presently- 
deployed two-way communication systems and thus enhances coordination in critical 
scenarios. 

U..S. Sonarmen typically tune out biologies as interference, but Soviet use of 
bioacoustics for communications is likely, so fleet sonamien must become more familiar 
with bioacoustic signals. Past biologies classification was based on NASTAD training tapes, 
aural memory and the sonarmen’s experience. Annotated BOR-20/22 displays and bio- 
acoustic indices (reference 1 2) now augment the classification effort. 

4**^ Marine animal sounds are ubiquitous (reference 37) and likely well-known to 
Soviet sonarmen. Signal processing techniques will aid and advance underwater military 
coinnuinications. but U.S. forces may face an increasingly costly race to stay below pre- 
sumed detection thresholds. Covert communication by natural disguise is a psychologically 
confounding alternative approach that can convey considerable advantage to the adversary 
first employing the technique. 
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Interagency Security Classification Appeals Panel 


MEMBERS 


DEPARTMENT OF DEFENSE 
Garry P. Reid 

DEPARTMENT OF JUSTICE 
Mark A. Bradley 
DEPARTMENT OF STATE 
Amb. Larry L. Palmer 
OFFICE OF THE DIRECTOR OF 
NATIONAL INTELLIGENCE 
Jeimifer L. Hudson 
NATIONAL ARCHIVES AND 
RECORDS ADMINISTRATION 
Sheryl J. Shenberger 
NATIONAL SECURITY 
COUNCIL 

John P. Fitzpatrick, Chair 


c/o Information Security Oversight Office 
700 Pennsylvania Avenue, N.W., Room 100 
Washington, D.C. 20408 
Telephone: (202) 357-5250 
Fax: (202)357-5907 
E-mail: iscap@nara.gov 


EXECUTIVE SECRETARY 


William A. Cira, 

Acting Director 

INFORMATION SECURITY 
OVERSIGHT OFFICE 


December 6, 2016 



Please be advised that the Interagency Security Classification Appeals Panel (ISCAP) has 
concluded its consideration of the mandatory declassification review appeal 2006-033 filed by 
you and that the 60-day period during which an agency head may appeal an ISCAP decision to 
the President has expired. Enclosed is a copy of the document and a chart that outlines the 
ISCAP decision on the records under appeal. With the exception of any information that is 
otherwise authorized and warranted for withholding under applicable law, we are releasing all 
information declassified by the ISCAP to you. If you have questions about this appeal, please 
contact William Carpenter of my staff at (202) 357-5250. 

Sincerely, 

WILLIAM A. CIRA 
Executive Secretary 


Enclosures 


cc: Mr. Mark M. Langerman, 

DoD Liaison to the ISCAP 


Ms. Gaye Evans, 
Deputy DON/AA 
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ISCAP No. 
2006-033 

NO SC Technical Report 422 

Project Combo: Review and 
Recommendations 

July 1980 

48 pages 

Secret 
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DECLASSIFIED THE DOCUMENT 
IN ITS ENTIRETY 









